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Preface
This document introduces how to use WMI to manage the syslog of Windows AD
Server for N-Reporter.
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1.Configuration of WMI in Windows AD Server

1-1 Configuration of WMI in Windows 2003 AD Server

1-1-1 Add a new WMI remote login user to Active Directory

Logon Windows AD server by administrator. Then click [Start / All Programs /

Administrative Tools / Active Directory Users and Computers].
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@3 Certification Authari

:;g ek (i Cluster Admini
ComponegEServices
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Click forest root domain. It is win2k3eng.local in this example. Right click [Users] and left

click [New => User].

£ ctive Directory Users and Computers i ] S|
@ File  Action WYiew ‘Window Help |;l_|i|
= | B:m|t B X E B R0 gifla 7S s

@ Active Directory Users and Computer
-2 Saved Queries

EI"@ winzkaena.lacal Marns — Type De_scription = |
ﬁ Administratar User Built-in account For admini. ..
ﬁcart Publishers Security Group ... Members of this group are. ..
G- (€3] Domain Contrallers ﬁEDHCP Administrators Security Group ... Members who have admini...
(3 EoreignsecuribyvPrincipals ﬁzDHCP Users Security Group ... Members who have view-...
T oA drins Security Group ... DMS Administrators Group
elegate Control... sUpdateProxy Security Group ... DMS clients who are permi. ..
i main adrmins Security Group ...  Designated administrators. ..
Computer curity Group ... Al workstations and serve. ..
Contact curity Group ... &ll domain controllers inth...
- — Group curity Group ... All domain guests
Wie e InetOrgPerson curity Group ... &l domain users
Mews Window from Here MG Queue Alias curity Group ... Designated administrators, ..
Refrash Printer curity Group ... Members in this group can...
Export List... r User er Built-in account For guest ..,
Shared Folder urity faroup ..
Properties curiby Group ... Group For the Help and Su...
Help E User
S and IaS Servers Security Group ... Servers in this group can ...
ﬁSchema Admins Security Group ...  Designated administrators. ..
%SUPPORT_BSBQ‘ISaD Liser This is a vendor's account ...
ﬁzTelnetCIients Security Group ... Members of this group ha...
ﬂ userl User

A | | LI ﬁ win2k3ad_eng_userl User

|Creates a new itern in this container.

Type the Last name "npartner" and type User logon name as "npartner” , then click [Next].

Mew Object - User x|

g Create in.  win2k3eng. local/Uzers

Firzt narne: I Initials: I
Full name: niparther ‘

zer lagon narme:

Inpartnerl fawinzk 3eng. local j

Uzer logan name [pretwindows EDQP]:
IWIN2K3ENG'- npartrer

¢ Back Cancel




Check [Password never expires] after fill in the password. Click [Next] =>[Finish ].

New Object - User x|

g Create i win2k3eng lozal/Users

Pazzword: sssssaes

LConfirm paszword: I-------.

[ User must change pazsword at n ot
[ User cannat change pasf

r|7 Pazzword never expires
[T Account is dizabled

=

¢ Back Cancel |

MNew Object - User x|

g Create it winZlk3eng. local/lzers

YWhen pou click Finizh, the following object will be created:

Full name: npartner ;I
Uzer logon name: npartner@wingk Ieng.local

The paszword never expires.
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Click [ Users ]. Right click “"npartner “, then click [ Add to a group].

-:-5' Active Directory Users and Computers ;Iglll

@ File  Action Wiew window  Help |;|i|5|
o am B XFER 2E ABELETSE
@ Active Directory Users and Computer 5
% fw?:;kdsg:;.rl:::al | Mame | Type I Descripkion | o
(23 Builin € Administrator User Biuilk-in account Far adrmini. ..
(1] Computers mCert Publishers Security Group ... Members of this group are. ..
@ Domain Controllers ﬁEDHCP Administrators Security Group ... Members who have admini...
-5 Eorei nSecurityPrincipals ﬁEDHCP Users Security Group ... Members who have view-..,
4 Users fﬂDns.ﬂ.dmins Security Group ... DMNS Administrators Group
fﬂDnsUpdateProxy Security Group ... DMS clients who are permi. ..
ﬁ:DDmain admins Security Group ... Designated administrators. .
ﬁ:DDmain Computers Security Group ... &l workskations and serve.
mDDmain Controllers Security Group ... Al domain contrallers in th.,.
mDomain Guests Security Group ... Al domain guests
ﬁBDomain |sers Security Group ... All domain users
ﬁzEnterprise Admins Security Group ... Designated administrators. ..
ﬁBGmup Policy Creator .., Security Group ... Members in this group can...
Guesk Idser Built-in account For guest ...
ﬁBHeIpLibrawUpdaters Security Group ...
ﬁ:HeIpServicesGruup Security Group ... Group for the Help and Su...
7 iris User
COpY... Servers in this group can ...
ﬁzﬁchema Admins Add ta 3 group... Designated administrators. ..
€ SUPPORT 385045, Disable Account This is a vendor's account .
fﬂTeInetClients Reset Passward. .. Members of this group ha. . b
4] | o f_E userl Moxve. .. |

Open Home Page
Send Mail

|Disa|3|es the account For the current selection.

Al Tasks »

Cub
Delete
F.enarne

Properties

Help



Click [Advance/ Find Now/ Domain Admins/ OK], add the WMI remote user npartner into

the Domain Admins group.

Select Group

Select this object kype:

IGrnup or Built-in security principal

FEram this location:

Iwin2k3eng.|ocal

Enter the abject name to select [examples]:

T 2]

Select thiz object type:

DObject Types... | Iﬁruup or Built-in security principal Object Types |

Eramn this location:

Locations... | IW'”2k3E”Q‘DCE| Locatians... |

Common Hueries I

LColumns... |

Click [OK]

w' Hame: |Starts with = |
DescriEliUn. IﬁiM e
. I | Disabled accounts Stop |
™| Mon expiiing password
Diavz since |ast logon: Iﬁ @

I. OK I I| Cancel I
Search results:

Mame [RDM] | Description g | In Falder
ﬁzAccount Operatars
ﬁEAdministrators

ﬁz Backup Operators

ﬁi Cert Publishers

!ﬁ DHCF &dministratoy
€T DHCF Users

embers of this group ar...
tembers who have adm... Zeng.local/)sers
tembers who have vie in2k3eng local/sers

!ﬁ Dristributed Users win2k3eng local/B uilting
ﬁs Dinadud DMS Administrators @oup  winZk3eng local/lsers
€7 Dl 1adateProsy DNS clisnts who are per_winZk3eng local e

Domain Computers Al vaarkstations and zer... winzk3Ieng.local/lzers LI

Select thiz object type:

Select Group

IGru:uup or Built-in security principal

FErom this location:

Object Types...

IwinEkEeng.IDcal

Enter the object name to zelect [examplez):

Locations. ..

Domain Adming

Check Mamesz

FEE
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1-1-2 Windows 2003 AD Server Audit Configuration

Please refer to the chapter 2 [Windows 2003 AD Server Audit configuration] of the

document "Windows AD audit to syslog . to setup audit policy of the Default Domain

Controller.

1-1-3 Windows 2003 AD Server Firewall configuration

Clikc [Start/ All Programs/ Accessories/ Command Prompt].

adminisiralor

Windows Catalog

wWindows pdate

T Accessibility
------- ™ Communications
. Skarkup k Entertainmment k
g InternelfExplarer Syskem Tools k
3 [“E] Cutlogk Express o Address Book
- i Remghbe Assistance = Caleulakor
@ Motepad ifrosaft Silverlight 5 SOK Carmmand Prarmpt I
] Microsoft SOL Server 2008 F Motepad
Ackive IZ?lirEu:I:curw;Ii 4 3 .
Computers Microsoft Sync Framewaork ¥ H Paink
E f] Microsoft Yisual Studio 2010 » &) Program Compatibility Wizard
C ter Mang f 7 f
—1 omputer Mang= winrar b £ Synchronize
Intersect Aliance 2 l:'} \Windows Explorer
Motepad++ » :d WordPad

Log Off E Shut: Diovan _
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Type Fgpedit.mscsand open the [Group Policy Object Editor] to setup the [Local Computer

Policy].

Microzoft Windows

¢G> Copyright 19785-2883 Microsoft Corp.

C=“Documents and Settingz“Administrator>

Command Prompt

[Verzion 5.2.37781

Double click [Computer Configuration/ Administrative Templates/Network/Network

Connections /Windows Firewall/Standard Profile]. Double click (Windows Firewall: Allow

remote administration exception) |.

Eile  Action Wiew Help

't Group Policy Dbject Editor

o [=[

© = | B E R 2

=4 Lnral Corruber Polic: =
E—Jr Computer Configuration

] Software Settings

(2] Windows Settings

=] Administrative Templates |

-] Windows Components

[+-[_] Swstem

Tetvark

D Microsoft Peer-to-Peer Metwn
(23 DS Client

(] Offline Files

EF-_] Metwork Connections

|1 Diamain Profils
[C7 Qo5 Packet Scheduler
[ shmP

(] Background Inkelligent Trans!
----- [ Printers

EI& User Configuration

{2 Scftware Settings
{21 Windows Settings
(271 Administrative Templates

=
| | 3

B Standard Profile

Windows Firewall: Allow remote
administration exception

Display Properties

Requirements:
At least Microsaft Windows P
Professional with SP2

Description:
Allows remo iniskrakion of this
com 5ing administrative tools

as the Microsoft Management
Console (MM and Windows
Management Instrumentation (W),
To do this, Windows Firewall opens
TCP ports 135 and 445, Services
typically use these ports to
communicake using remaoke procedure
calls (RPC) and Distributed
Component Object Model (DCOM),
This policy setting also allows
SYCHOST.EXE and LSASS.EXE to
receive unsolicited incoming messages
and Al hnsted services booanen

Sekting

Skate

@ windows Firewall: Prokect all netwark connections

S
« | = Windows Firewall: Do not allow exceptions

5B

=% Windaws Firewall: Define program exceptions

P

=4 Windows Firewall: Allow local program exceptions

windows Firewall: Allow ICMP excephions

=4 Windaows Firewall: Prohibit notifications
= Windaws Firewall: Allow lagging

@ windows Firewall: Prohibit unicast response ko multicast or broad. ..

@ windows Firewall: Define port exceptions
= Windows Firewall: Allow local port exceptions

~4]

Windows Firewall: Allow Remote Deskiop exception
=4 Windaws Firewall: Allow UPRP Framework exception

Windows Firewall: allaw file and printer sharing exception

Mok configured
Mok configured
Mok configured
ok configured

Mok configured
Mok configured
Mok configured
Mok configured
Mok configured
Mok configured
Mok configured
Mok configured
Mok configured

|

Extended 4 Standard /




Check [ Enabled]. Click[ OK .

Windows Firewall: Allow remote administrakio il |

Sefting | E:-:plainl

@ Windowes Firewall: Allow remote administration exception

™ Mot Configured
{+ d |

nEn

Type

any number or combi
IP addreszes, such 2%10.0.0.1

The string "localzubnet'’

Supported on: At least Microfaft Windows <P Professional with SP2

=]

Previous Setting |

ok ] e | oo |

Remark : Please allow the Windows AD Server DCOM port TCP 135 on the firewall.



N
1-2 Windows 2008 AD Server Configuration

1-2-1 Add new WMI Remote login Domain User.

Logon the Windows AD server by domain administrator. Click [Start/All

Programs/Administrative Tools/Active Directory Users and Computers].

| | Administrative Tools | ;I f———
1;,, Active Directory Administrative Center J
% Active Directory Domains and Trusts ._‘___)

Active Directory Lightweight Directory S

E¥ Active Directory Module for Windows Po
— i i ) administrator
Active Directory Sites and Services
— |
Active Directory U dC te
. Active Directory Users and Computers Documents
ADSI Edit
Component Services
Computer
ééf Computer Management
@ Data Sources (ODEC) Network
¥ DHCP
@
= DMS
= Control Panel
@ Ewent Viewer —
u-_gl Group Policy Management BormmeTiErmes
&, i5CST Initiator
5 Local Security Policy Administrative Tools 3

i) Performance Monitor
E Security Configuration Wizard Help and Support
Server Manager
- Services LI Run...

Back

ch programs and files l[_]_‘J Log off Pl

“f_‘.'ﬁtart“ %j%ﬂ kq _.—_T_;J
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Click forest root domain, the npartnerwin2k8.local in this example. Right click[Users], then

left click [ New] =>[User].

B Active Directory Users and Computers -0l x|
File  Acton View Help
= = — — e =
&z || 8| XE o= HE BTk
: Active Directory Users and Comput | Mame | Type | Description | -~
_| saved Queries 2 Administrator User Built-in account for admini...
B &= npart‘uerwinﬂcﬂ.local .SE‘AHDWEEI RODC Password Replication Group Security Group ...  Members in this group can...
| Builtin 2, Cert Publishers Security Group ...  Members of this group are. ..
- Comp!_lters a_, ris User
- Dom._am Contr_ollerg ol SE,DeniEd RODC Password Replication Group Security Group ... Members in this group can...
- ForeignSecurityPrincipals EE,DHCP Administrators Security Group ...  Members who have admini...
_| LostAndFound ) :
= . SE,DHCF‘ Users Security Group ...  Members who have view-...
_| Managed Service Accounts l . o
- 3-7 DnsAdmins Security Group ...  DNS Administrators Group
_| Program Data =
 System BE,DnsUpdateProxy Security Group ...  DNS dients who are permi...
H2 Domain Admins Security Group ...  Designated administrators. ..
elegate Contral... Diomain Computers Security Group ... All workstations and serve...
ind... Domain Controllers Security Group ... All domain contrallers in th...
(I o= Securty Group .. Al domain guest
All Tasks = Contact Security Group ... All domain users
Group Security Group ...  Designated administrators. ..
iew InetOrgPerson Bin Controllers Secur!ty Group Meml;ers lof:;m group are
Refresh msImaging-PSPs brs Security Group ...  Members in this group can...
) ) User Built-in account for quest ...
Export List. .. SMQ Queue Alias e
iter User Key Distribution Center Se...
Properties E- Thoer Secur!ty Group ... -
Help Shared Folder Security Group ... Servers in this group can ...
= - rs Security Group ...  Members of this group are...
Sf,sd'uema Admins Security Group ...  Designated administrators. .. —
2 sh
& sherman User
LI—I LI i pasiem HeDm A mmm o immed 1 lmme LI

|Create5 a new item in this container. |

Type the Last name as "npartner”. Type User logon name as "npartner” . Then click [Next].

New Object - User x|

; Create in:  npartnerwinZc8 local/Users
e

First name: | Initials: |

rLast name: Inpartner

Full name: ‘ Inpartner

User logon name:

Inpartner I@npartnerwinZ‘k & local ll
User logon name {pre-Wi Z000):
INP.P«HTN ERWINZKE" artrner

cBack || Ne> Cancel |

11



Check [Password never expires] after fill in the password. Click [Next/Finish].

New Object - User x|

J Creagtein:  npartnerwin28local/Users
{id

3

Password: Ii-------

Confirm password: quuu

[~ User must tge password at next logon
ot

[~ Usercann ange password

'|7 {Password never expires:
[~ Account is disabled

<Back [| Next> Cancel |
New Object - User x|

J Createin:  npartnemwinkd local/Users

D

When vou click Finish, the following object will be created:

Full name: npartner ﬂ
|User logon name: npartner@npartnenwindcd local

The password never expires.

12



3 B Reerty

Click [Users]. Right click “npartner” name and click [Add to a group].

=
File Acton View Help
e 5m 40X =HmPa5TIh
; Active Directory Users and Comput | Mame | Type I Description | -
_| Saved Queries ?J Administrator IUser Built-in account for admini. ..
1 25 npartnerwin2ks.local 52, Allowed RODC Password Replication Group Security Group ... Members in thiz group can...
| Builtin ‘j!,Cert Publishers Security Group ... Members of this group are...
| Computers ?_, cris User
= Domain Controllers ‘_'PJDenied RODC Password Replication Group Security Group ... Members in this group can...
| ForeignSecurityPrincipals ‘_'FE,DHCF‘ Administrators Security Group ... Members who have admini...
o Lu:ust.ﬁ.ndFu:uund. S DHCP Users Security Group ... Members who have view-...
| Managed Service Accounts | 44" ) . o
| Program Data ‘_i_v?_,DnsAdmlns Security Group ... DMS Administrators Group
e ‘_E,DnsUpdatePru:uxy Security Group ... DMS dients wha are permi...
sz 52, Domain Admins Security Group ... Designated administrators. ..
| NTDS Quaas l.E_.DDI‘ﬂaiI‘I Computers Security Group ... All workstations and serve...
5#, Domain Controllers Security Group ... All domain controllers in th...
‘_'P:,Domain Guests Security Group ... All domain guests
2, Domain Users Security Group ... All domain users
‘_';r!,Enterprise Admins Security Group ... Designated administrators. ..
‘_'FLEnterprise Read-only Domain Contrallers Security Group ... Members of this group are...
l_'i*;_'JGI'DLIp Policy Creator Owners Security Group ... Members in this group can...
%3 Guest Usger Built4n account for guest ...
2 Lrhtg User Key Distribution Center Se...
! r||:-artr|r:r
5%, ORA_DBA opy... Security Group ...
52 RAS and 145 d__Addtoaaroup... | Security Group ... Servers in this group can ... | |
#2 Read-only Don  Mame Mappings... Security Group ... Members of this group are...
42 schema Admin  Disable Account Security Group ...  Designated administrators. ..
LI—I _"I - Reset Password... - LI
|Ma|:|s certificates for this account. Maove... |

Open Home Page
Send Mail

All Tasks

Cut
Delete
Rename

Properties

Help
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Click [Advanced/ Find now/Domain Admins/ok], add the WMI remote user npartner into

the Group of the Domain Administrators.

Select this object type Select this object type:
|Gmups or Builtin security principals [Ikject Types: | |GrOUDs or Buitt4n securty principals Object Types...
From this location: From this location
InpannemankB.\uca\ Lozations | InpartnerwianE.local Locations
Enterthe object names to select (examples): Common Queries |
Chenk Kames
’ —I Name |Starts with d I Columns...
——=-Siul
W ———= - | e ]
ml D_KI ﬂl/ I~ | Disatied accounts Stop
i

™ Hon expiting password

Daye since [ast [ogor et 7—,,_7

0K Cancel

N
]

Search results:
[ Name (RDN) A i Folder =]
% Backup Operators npartnerwin 2k 8 local/Buittin
%Cen Publishers re pemit npartnerwin2k8 local/Users
%Cendlcate Service DCOM A, npartnerwin 2k 8 local/Buittin
npartnerwin2k8 local/Buitin - —

%Crymogmphlc Operatars
%Denled RODC Passwy In this group cannct ha... npartnenwin2k8 local/Users
% DHCP Administrat; ers who have administrativ...  npartnenwin2k8 local/Users
embers who have view-only ac... npartnenwin2k8 local/Users

npartnerwin 2k 8 local/Buittin
DNS Administrators Group npartnerwin2k8 local/Users

Click [OK].

Select this object type:

IGmups or Builtin security principals Object Types...

From this location:

21
Inpartner\\linZ{E.lncal Locations. .. |

Enter the object names to select (examples):
Domain Admins Check Names

Advanced... | QK Cancel |
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Please refer to the Chapter 3 [Windows 2008 AD Server Audit configuration] of the

1-2-2 Windows 2008 AD Server Audit Configuration

document "Windows AD audit to syslog . to setup audit policy of the Default Domain

Controller.

Remark : Please allow the Windows AD Server DCOM port TCP 135 on the firewall.

1-3 Windows 2012 AD Server Configuration

1-3-1 Add new WMI Remote login Domain User

Logon the Windows AD server by domain administrator. Click [ Start/All

Programs/Administrative Tools/Active Directory Users and Computers].

ol s | Administrative Tools [ = [ o[
Home Share Wiew ©
T |1 » Control Panel » Systern and Security » Administrative Tools » v ¢ ‘ l Search Administrative Tools P ‘
Ko MName - Date modified Type Size A
B Desktop Terminal Services 013 11:39PM  File folder
& Downloads (&l Active Directory Administrative Center 2KB
=) Recent places @ Active Directory Domains and Trusts 2KB
(@4 Active Directory Module for Windows Po... 2KB
1% This PC [@ Active Directory Sites and Services 2KB =
% Active Directory Users and Computers ] 2KB G
€ Network 20 ADSIEdit 2KB
@« Component Services 2KB
@ Computer Managerment 2KB
falt Defragment and Optimize Drives 2KB
@, DNS 2KB
(@l Event Viewer 2KB
[@4 Group Policy Management 2KB
[ak, iSCSI Initiator 2KB
['_;Tg Local Security Policy 2KB
@5 ODBC Data Sources (32-bit) 2KB
@ ODBC Data Sources (64-bit) 2KB
[z‘-]‘ Performance Maonitor 2KB
) Recnurrs Manitar 2 KR X
31 items ]|

= ETEEE]

15
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Click forest root domain, the NPWin2012r2cht.local in this example. Right click [Users] and

Click [New/User].

B Active Directory Users and Computers == %]
File  Action View Help

e« HE 40 XEez B 3asTE%

] Active Directary Users and Computers|| Name Type Description A
saved Queries 2, Administrator User Built-in account f
4 [ 2, Allowed RODC Passwaord Replication Group Security Group... Members in this ¢
82, Cert Publishers Security Group... Members of this |
b . omputers 52, Cloneable Domain Controllers Security Group... Members of this |
b :—_ omain Controllers 52 Denied RODC Password Replication Group Security Group... Members in this ¢
by reignSecurit?,ﬂPrincipals H2 Dnstdmins Security Group... DNS Administratc
b — foAneE Ak canis :iDnsUpdateProxy Security Group... DNS clients who ¢
Users | - . . . . J
eJegate Contiol. ;mafn Admins Securfty Group... Designated ?dmnl
\ main Computers Security Group... Al workstations 2 =
il imain Controllers ) Security Group...  All domain contn
[ MNewy » Computer Security Group... All domain guest|
"ﬁms 3 Contact Security Group... All domain users
View |8 Group Secur?ty Group... Designated adr'ml
lFistDrgbetsan Securfty Group.. Members ?f th.IS 1
Refresh ) Security Group... Members in this ¢
Export List... misDResourceRiopertyist User Built-in account f
Properties mslmaging-PSPs Security Group... Members of this 1
M3MQ Queue Alias Security Group... Servers in this grc
Help ‘ Printer Security Group... Members of this
82,3 Security Group... Designated admii
S M ! | § Shared Folder %

Creates a new item in this container,
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Type “npartner” into the field “Last Name” . Type “npartner” into the User Logon Name.

After all click [Next].

New Object - User [x]

g Create in.  NPWin2012r2 local/Users
D

First name: ‘ | Initials: :‘
Last name: I npartner I ’
Full name: npartner |

User logon e
nnparlned I | [ @NPwin2012:2.local v)

IJser logon nam
|NPWIN2012H2\

AWindows 2000):

l npartner

Check [Password never expires] after fill in the password. Click [Next/Finish].

New Object - User -

Create in:  NPWin201 212 local/Users

17



Click [Users]. Right click “npartner” , then click [Add to a group].

B Active Directory Users and Computers

File Action View Help

YRR EEEN EEE TRk
| ] Active Directory Users and Computers| Name  Type
p | Saved Queries ‘ ’ Administratar User
4 F3 NPWin2012r2.local 52 Allowed RODC Password Replication Group Security Group...
b ] Builtin 52, Cert Publishers Security Group...
b [ Computers %2 Cloneable Domain Controllers Security Group...
b 3] Domain Controllers #2 Denied RODC Password Replication Group Security Group...
p ForeignSecurifyPrincipals 82 DnsAdmins Security Group..
Dd Sekvice Accounts 2, DnsUpdateProxy Security Group...
= 4 82 Domain Admins Security Group...
$2, Domain Computers Security Group...
52 Domain Controllers Security Group...
52 Domain Guests Security Group...
#2, Domain Users Security Group..,
82 Enterprise Admins Security Group...
%2, Enterprise Read-only Domain Controllers Security Group..,
‘ #2, Group Policy Creator Owners Security Group...
?. Guest User
! Protected Users Copy..
52 RAS and 1AS Servers oup..
‘ E'RJ Read-only Domain Controllers Disable Account oup..
e i > || < Reset Password...

_D-

Description

Built-in account f
Mermbers in this ¢
Members of this ¢
Mermbers of this ¢
Mermbers in this ¢
DNS Adrministrate
DNS clients who :
Designated admii
All workstations 3 =
All domain contr
All domain guest
All domain users
Designated admii
Members of this ¢
Members in this ¢
Built-in account f

Mermbers of this «
Servers in this grc
Members of this 1,

>

Allowes you to add the selected objects to a group you select,

Move...

Open Home Page

Send Mail

All Tasks »
Cut

Delete

Rename

Properties

Help
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Click [Advanced/ Find now/ Domain Admins/ OK], add the WMI remote user npartner into

the Group of the Domain Admins.

[

Select Groups

Select this object type:
lGroups or Built-in security principals | Object Types
From this location:
[NPWin2012:21ocal | | Locations.
Enter the object names to select [examples):

Check Names

Select Groups

Select this object type:

IGroups or Built-in security principals \ | Object Types...

From this location:

\
[NPWin2012:2 ocal N | [ Locations... |
Common Queries
Name: Starts with v I l

Starts with \
Disabled accounts Stop
Non expiring password
7

0K [ Cancel ]

Search results:

Name In Folder A
Eg Certificate Service DCOM Acc o~ NFwin2012r2 lo...
Eg Cloneable Domain Controllg$™ A 'g]rbup that are domain ...  NPwin2012r2lo...
Eg Cryptographic Operatoe ' i NPWwWin2012i2 lo... =
Embers in this group cannot have the... NPWin2012r2lo...
NPwWin2012i2 lo...
DNS Administrators Group NPWwWin2012i2lo...

DNS clients who are permitted to perfo...  NPWin2012i2.lo...
Designated administrators of the domain  NPWIn20122.1o...
All workstations and servers joinedtot...  NPWin2012i2lo...

i
Eg Domain Controllers &ll domain controllers in the domain NPWin2012r2.lo...
B2 Namain Russts Al Anmain anests NP2 262 1
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Click [OK]
Select Groups -
Select this object type:
[Groups or Built-in security principals l l Object Types... l

Fraom this location:

lNF‘Win201 22 local | Locations...

Enter the object names to select [(examples):

Domain Admins]| Check Names

. TN

1-3-2 Windows 2012 AD Server Audit Configuration

Please refer to the Chapter 4 [Windows 2012 AD Server Audit configuration] of the

document "Windows AD audit to syslog . to setup audit policy of the Default Domain

Controller.

Remark : Please allow Windows AD Server the DCOM port TCP 135 on the firewall
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http://www.npartnertech.com/download/tech/%20N-Reporter-Windows-AD-auditTosyslog_tw.pdf

2. Add Windows AD Server WMI Device on N-Reporter

2-1 Add Windows AD Server WMI device

Login the N-Reporter by go to URL http://SN-Reporter IP. For example, go to http://192.168.2.56. Input
account name and password. The default username and password are admin/admin. Click [Login] to

logon N-Reporter Web.

RSB * hitp//192.168.256/event/event quench O = & | 4 192168256

&)
IN=RePUI'Lel’

4 admin

Login

["] Remember Me Forget Password

Copyright © 2009 N-Partner. All rights reserve
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http://$n-reporter_ip/
http://192.168.2.56/

Click [Device / Syslog Devicel].

F

7 Event Query

2 admin

» Event Query  [|Refresh (12 Seconds)

=+ Basic Adwvanced Show all Reset
Time Query  (® Select period in 5 Mins ﬂ Last ( Start Time B é S (@)

Device og _ Flow Type [security [ITraffic [Audit [Iweb []other
| Number: 0

% SNMP Monitored Devices o SrcIp

s Flow Device

= Interface List

= Host

%« Alert Template

a4 Device Abnormal Alert

1
< >

Record per page: Current Page: 00f0
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Click E to open a windows [Add or Edit Syslog Device]. Select the [Location] where the
WMI device is belongs to. For example, the location here is Root. Type Name and Device IP
of the WMI device. Select [Windows 2008/2012 AD Server (WMI)] in data type and [(13) log
audit] in Facility and Locale as "UTF8". Type in login account, Login password and Confirm
password of the WMI device and check [Activate] to start receiving log from the WMI

device. Then select the "Device folder” and click [OK].

Device ® Syslog Device [ | Refresh (120 Seconds) Add or Edit Syslog Device X
Syslog Device Facility
— 1 step I Location: Roct (I
Q (o] © Search by 'IP" and "De ]
! Name: win2ks AD ENG 192.168.1.93
Device Folder: — All Devices — - a
' DeviceIP: 192.168.1.95
Total Number: 2 Device Type: [ Action Device @~——————— ~]
Device Folder P De Data Type:  Windows 2008/2012 AD Server (WMI) ~ i Ve Rawfile
Facility:  (13) log audit v
KSR Others 192.168.10.14 TP 197 vy J I : -
Locale: UTF& [v] fa
‘W Oth 192.168.2.80 iy A -
W ers .168.2. ) & -
192.1¢ Login npartner t,
1 account:
Login
--------
password:
Confirm
--------
password:
Receive ® Activate (P
status: ClUvate -/ Fause
Device Folder: EEREL) ﬂ
v

Remark : Choose [BIG5] for Windows 2003 Traditional Chinese Version. Choose [GB2312]
for 2003 Simple Chinese Version. Choose [ UTF8] for Windows 2003 English Version. For

Windows 2008/2012, please use [UTF8].
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2-2 Setting NTP Server

Click [ System / Network / System Time].

System Time

System Time \

Net Parameter

4/29

Sysylog Relay

| System \ |
149:00

Mo Information EMT+0800
© Database
a User
@ IP Name Mapping 2016/04/29
@ Port Name Mapping 13:48:18
52 Email Notification GMT+3 |V
+ Upload Logo
® Audit Log m
# Preference
@ Dashboard

Flow Relay

Flow Receive Port

Configure Access List

Click [Use NTP]. Type NTP server IP or host name, for example "time.stdtime.gov.tw".

Click [Save Setting]. You can also type "tw.pool.ntp.org or internal NTP server IP.

]

Q-

* Network

system Time

System Time

Net Parameter

http://192 168 2 56/sysadm/network html2q=b%2FRn3 O + ¢
& B Reante Ladmin B

Sysylog Relay

System Time: @l 201610429
® 13:50:49
®  GMT+0800
Get PC Time
Manual Setting
O Manual setting: B 2016/04/29
©  13:48:18
® GMT+s  |v|
®) Use NTP: [P time.stdtime.gov.tw |

% Network

e

Configure Access List

Flow Relay Flow Receive Port

Remark : If the time setting between WMI device and N-Reporter system is not the same, it
will cause WMI query data loss. After you add a WMI device, then set the NTP Server,

synchronize system time every day.
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